Guidance on Data Use Agreements (DUAs) for Student Projects

Data Use Agreements (DUAs) sometime refer to as Data Transfer and Use Agreements (DTUA), Data Sharing Agreements (DSA), or Data Transfer Agreements (DTA) are generally interchangeable and refer to the contract that governs the exchange and use of non-public data between one party (a data provider) to another party (a data recipient). 

DUAs are used to outline the terms and conditions upon which the data will be transferred, including the ways in which the data may be used and how it must be protected.  DUAs are used to ensure certain assurances regarding the data recipient and the data.

The following links provide information pertaining to DUAs, generally:
· https://homewoodirb.jhu.edu/documents/data-use-agreements-dua/
· https://jhura.jhu.edu/compliance-2/data-stewardship-4/

Johns Hopkins University Research Administration (JHURA) supports the research and related activities of the Johns Hopkins University community through professional expertise, excellence in service, and comprehensive guidance. More information about JHURA can be found here. The general email JHURA (eawards@jhu.edu) is used if you are unsure who to contact. If you have a PI whose department is not listed on the above dept list, then you are fine contacting any team member and the JHURA team can triage as needed. 

The Contracts Associate is the person who would review/negotiate and sign DUAs. Grants Associates handle proposal documents. Contract Associates are sorted by departments based on subject matter. Use the following link to search the JHURA department assignments:  https://jhura.jhu.edu/jhura-department-assignments/  

Faculty advisors are responsible for understanding that they are not authorized to legally bind the institution through a DUA.

Obtaining External Data:  A letter of permission from the data source that expresses the terms of use and gives the student permission for use of the data or DUAs for student projects are generally required. However, DUAs are not required for student projects if no JHU resources are involved in the project (e.g., funding, lab space) and if no other JHU personnel will be accessing the data. The following examples are considered JHU involvement and consequently would require the execution of formal DUA prior to obtaining data or initiating work:

· JHU facilities will be used.
· The student’s JHU faculty advisor or other JHU personnel will be also using or accessing the data.
· The student is paid a stipend by JHU for the project or training.
· JHU funding is used for the project.
 
When any of the above circumstances are met DUA is required, the student’s advisor must be named, and the agreement will require institutional review and signature. Students and investigators may not sign any agreement with an institutional signature line. 

If the project or training being done is part of the student’s coursework or degree requirement and none of the above scenarios are met, the student may independently sign the agreement for obtaining and using external data but all references to Johns Hopkins University must be removed from the agreement prior to student signature. Please check with JHURA if you are unsure.
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